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Introduction

Welcome to the Person Model Sponsor and Data Entry training. Identity management has become an
important part of our homeland security and it directly affects you.

Homeland Security Presidential Directive 12 (HSPD-12) established the criteria for an interoperable,
Personal Identity Verification (PIV) program within the federal government.

Your role as a Sponsor is vitally important to the security of the nation, its assets, and its people. Each of
us has an important personal role to fulfill in the credentialing process. By establishing an identity
verification chain of trust, we will be working together to achieve a safer work environment and
homeland.

The USDA PIV Credential is called the LincPass. The USDA PIV-I Credential (called AltLinc) is an
alternative to the LincPass and is designated for short-term personnel requiring limited access and
working less than 6 months. As a Sponsor, you will play a part in the process for Federal Employees to
enroll for a LincPass/ AltLinc so they can access facilities and systems.
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HSPD-12 Mandate - Understanding USDA'’s credentials - One

» HSPD-12 mandates all Federal departments to implement a single, standard credential for access
to both physical and logical assets.

» USDA's HSPD-12 compliant ID is called the LincPass, as it is designed to link a person’s identity to
an ID credential and the credential to a person’s ability to physically and logically access federally
controlled buildings and information systems, respectively.

» USDA's limited capability to credential its short-term Employee population requires the use of an
alternative credential to the USDA LincPass. This alternative credential is a PIV-1 credential called
AltLinc and can be issued to short-term personnel (6 months or less) requiring limited IT and/ or
physical access.

Note: For questions related to AltLinc policy, please contact the USDA Help Desk for a copy of the

AltLinc Business Policy, Process and Procedure document. AltLinc was rolled out USDA wide in
September 2019.
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HSPD-12 Mandate - Understanding USDA'’s credentials - Two
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Federal Employee Sponsorship Training Agenda

The purpose of this training is to provide an overview of features and functionality for the Sponsor role,
and to clarify processes so Sponsors can assist USDA in meeting card issuance goals. This training
covers the procedures for sponsoring Federal Employees for a LincPass/ AltLinc. Procedures for
sponsoring non-Federal personnel is covered in a separate training module for Person Model.

What we’ll cover:

* The Sponsor Role

*  EmpowHR as the Authoritative System
» Sponsoring anApplicant

* Changing Card Shipping Addresses

» Additional Sponsor Resources
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Separation of Duties

The FIPS 201 control objective that ensures separation of duties in the
system plays an important part in the chain of trust and the security of the
entire PIV program. The control objective enhances security by limiting
powers.

Here are some examples of how this occurs in the USAccess system:

* Role Administrators cannot hold any other role in the issuance chain (i.e.
they are allowed to have a Report Viewer and/ or CIT Operator role).
They cannotaccess their own record to assign arole.

* Only the Sponsor can edit a PIV record (Note: however, changes made
in EmpowHR can overwrite PIV record details in USAccess)

* A person can be a sponsor and an adjudicator, but cannot sponsor and
adjudicate the same record.

Authorizing an Applicant, registering his or her data, and issuing the
Credential must be performed by persons occupying a variety of roles,
adding a layer of quality checks during the entire process. Separation of
duties such as these ensure that no single corrupt official in the process may
issue a Credential with an incorrect identity or to a person not entitled to the
Credential, making fraudulent use of the system much more difficult.
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Training Objectives

At the conclusion of this training, EmpowHR Sponsors will be familiar with the following concepts and
system functionalities related to Federal Employee sponsorship:

* Module A: The SponsorRole

e Module B: Introduction to EmpowHR

* Module C: Validating Employee Data in EmpowHR
* Module D: Sponsoring an Applicant

* Module E: Additional Sponsor Resources

For additional information, please refer to the EmpowHR On-boarding Guide on the USDA HSPD-12
website: http://lincpass.usda.gov/training.html.
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Module A: The Sponsor Role

The next few screens provide an overview of the Sponsor role and the
Sponsor’s responsibilities.

You must follow USDA business policy and standards for sponsorship. USDA
business policy can be found in the USDA Departmental Regulation (DR) and
Departmental Manual (DM) at http://lincpass.usda.gov/ref lincpass.html.

USDA |
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http://lincpass.usda.gov/ref_lincpass.html

Module A: The Sponsor Role - One

The Sponsor must be a U.S. Government official; non-
Federal Employees are not permitted to hold the role.
The Sponsor is assigned to this role by the Agency
Role Administrator in the USAccess portal.

You must receive USAccess Sponsor training and have
an active sponsorship in USAccess before you can be
assigned the Sponsor role in USAccess.

Please note: If a Sponsor is not designated in
USAccess, sponsorships performed in EmpowHR
will be marked as jncomplete in USAccess.

USDA
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Module A: The Sponsor Role - Two

The Sponsor for Federal Employees is responsible for ensuring data is entered for sponsorship in
EmpowHR.

Since the Sponsor role is a collateral duty for many, data entry duties may be delegated to another
person who holds the Data Entry role. However, Sponsorship must be performed by an official
Sponsor.

When requesting access to Person Model, you canrequest:
e Data Entryrole
e Sponsorrole
e Both Data Entry and Sponsorroles

Sponsor personnel must:
 Have aLincPass
* Complete Person Model Sponsor training
* Obtain Person Model data entry access

USDA |
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Module A: The Sponsor Role - Three

To begin Sponsorship duties, you must meet the following prerequisites:

> EmpowHR:
» Be a Federal Employee
» Complete EmpowHR Sponsor training in AgLearn
* Have a User ID and password for EmpowHR

> USAccess:
* Have a LincPass
» Complete the Sponsor Post-Sponsorship Training in AgLearn
» Be designated as a Sponsor in USAccess by your Agency Role Administrator
» Have a User ID and password for USAccess

> Federal Employee Information:
» Have Personally Identifiable Information (PIl) for the Federal Employee

Please note: you must complete all training modules for all USDA authoritative systems for which you
will be sponsoring personnel (Person Model and/ or EmpowHR) in AgLearn as well as complete the
Sponsor Post-Sponsor Training (in AgLearn) which details all of the functions you need to perform in
USAccess. Once you are designated as a Sponsor, you will have a User ID and password for both
EmpowHR/ Person Model and USAccess.
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Module A: The Sponsor Role - Four

The following is an overview of the Federal Employee Sponsor’s
duties:

Determine an Applicant's need for a PIV credential

Initiate the sponsorship process

Perform or validate data entry in EmpowHR

Sponsor Federal Employees in EmpowHR

Ensure Federal Employees obtain a LincPass/ AltLinc

Maintain current information in EmpowHR

Perform additional sponsorship duties as needed in USAccess

Ensure that all updates to the Applicant's records are accurate

Change any Applicant's employment status, which may result in

card suspension or revocation

10.Request a PIV credential reissue

11.Reprint a new card for existing credential holders

12.Initiate requests for re-enrollments for current or previous
credential holders

13.Resend system emails to Applicants as needed

©COoNoak~WDNE

We will discuss these duties in more detail on the nextslide.
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Module A: The Sponsor Role - Five

Sponsor Duties

The Sponsor’s duties begin with the following tasks:

1.

USDA

[nitiate the Sponsorship Process:
Identify Federal Employees who require a LincPass/

AltLinc.

Validate Data Entry:
Ensure completion of data entry required for LincPass/

AltLinc issuance in EmpowHR. Identify non-Federal
Employees who require a LincPass/ AltLinc.

Sponsor Federal Employees:
Sponsor applicants in EmpowHR. This means selecting

the appropriate Card Type and entering Card Shipping
Information.
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Module A: The Sponsor Role - Six

Sponsor Duties, cont'd.

Sponsors also provide oversight of credentialing by
sending reminders, performing record updates or
running reports as needed.

4. Ensure Federal Employees obtain a LincPass/
AltLinc: Ensure applicants obtain and activate

their LincPass/ AltLinc in a timely manner.

5. Maintain Data in EmpowHR:
Update EmpowHR with any new information, such

as recording name changes or updating card
shipping addresses for applicants.

6. Perform Sponsorship Duties in USAccess:
Perform functions in USAccess as needed, such

as requesting card reprints/reissues, resending
email notifications, or running reports.
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Module A: The Sponsor Role - Seven

As part of the Sponsor’s responsibilities, they must determine the type of credential a person requires prior to sponsorship. Sponsor’s
should use the USDA Credential Matrix/ Risk Assessment to determine the type of credential that an applicant requires.

To determine policy details related to requirements for a LincPass vs. an AltLinc credential, please refer to the DR and DM on the
HSPD-12 website: https://hspd12.usda.gov/ref lincpass.htiml as well as the published AltLinc Business Policies, Processes and
Procedures document. Please reach out to the USDA HSPD-12 Help Desk if you should need a copy of the AltLinc Business Policies,
Processes and Procedures document.

USDA Credential Matrix
RESTRICTED IT (REGARDLESS OF ANY OTHER ACCESS OR TERM OF EMPLOYMENT)
RESTRICTED PHYSICAL (REGARDLESS OF ANY OTHER ACCESS OR TERM OF EMPLOYMENT) v
LIMITED IT / LIMITED PHYSICAL < 6 MONTHS (BADGE DETERMINED BY AGENCY)* v
LIMITED IT / LIMITED PHYSICAL > 6 MONTHS (BADGE DETERMINED BY AGENCY) v
LIMITED IT / NO PHYSICAL < 6 MONTHS (WORK OFF-SITE)* v
LIMITED IT / NO PHYSICAL > 6 MONTHS v
NO IT / LIMITED PHYSICAL < 6 MONTHS* v
NO IT / LIMITED PHYSICAL > 6 MONTHS v
No IT / UNACCOMPANIED PHYSICAL ACCESS v
NO IT/ ACCOMPANIED PHYSICAL ACCESS v

No IT/ No PHYSICAL v

* For individuals who require access rights for less than 6 months, this is an agency determination that is dependent on access to systems and/ or facilities.

ACCESS TYPE ACCESS DESCRIPTION
ELEVATED PRIVILEGES FOR SENSITIVE OR MISSION CRITICAL APPLICATIONS

RESTRICTED IT ACCESS
ACCESS TO APPLICATIONS BEYOND THOSE CONSIDERED LIMITED

LIMITED IT ACCESS AcCESS LIMITED TO ONLY USDA EMAIL, T&A APPLICATION, AGLEARN, & GOVTRIP

RESTRICTED PHYSICAL ACCESS UNACCOMPANIED ACCESS TO USDA FACILITIES

B B

LIMITED PHYSICAL ACCESS UNACCOMPANIED ACCESS TO GENERAL COMMON AREAS AND WORKSPACE ONLY
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https://hspd12.usda.gov/ref_lincpass.html

Module B: Introduction to EmpowHR

Congratulations: You just finished Module A.

The next few screens provide an overview of the EmpowHR system.

You must follow USDA business policy and standards for creating or editing
records in EmpowHR. USDA business policy can be found in the USDA
Departmental Regulation (DR) and Departmental

http://lincpass.usda.qov/ref_lincpass.html.
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http://lincpass.usda.gov/ref_lincpass.html

Module B: Introduction to EmpowHR - One

EmpowHR is a Human Capital Management System that fully supports the achievement and
effective delivery of the human capital goals of the President's Management Agenda. EmpowHR
Is an integrated suite of commercial and Government applications that support all critical Human
Resources (HR) components in a single enterprise system.

For the purposes of HSPD-12 efforts, EmpowHR is USDA's authoritative database for storing and
maintaining personnel identity records for Federal Employees. EmpowHR maintains a single
identity record for each person.
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Module B: Introduction to EmpowHR- Two

Sponsors must complete sponsorship actions for Federal Employees in EmpowHR, which has a direct connection to
USAccess and feeds identity, sponsorship and adjudication information to USAccess for subsequent card actions.

Whenever an Employee’s sponsorship related information changes, Sponsors must complete sponsorship actions for

Federal and non-Federal Employees in the authoritative HR System (EmpowHR/ Person Model) and NOT USAccess.

A change to any data element in EmpowHR stored in USAccess triggers an update, including identity attributes or
sponsorship information. Data is fed from EmpowHR to USAccess daily at 7 am CST.
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Identity information, such as:
 LastName

e Date of Birth

e Home Address

e Card Type
« Card Shipping Address code
 FERO designation

Sponsorship information, such as:

Card-related functions, such as:
* Reprints
« Reissues

Oversight functions, such as:
* Reporting

USDA
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Module B: Introduction to EmpowHR - Three

LincPass/ AltLinc

Once all required data flows over from EmpowHR
to USAccess, Federal Employees will receive the
following credential types:

» Federal Employees who are sponsored for a_
LincPass will receive a LincPass as detailed in
the top image.

» Federal Employees who required limited IT and/
or physical access and will be working for less
than 6 months will be sponsored for an AltLinc
card with a horizontal presentation, as shown in
the image on the bottom.
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Module B: Introduction to EmpowHR - Four

Below is an overview of the process to credential Federal Employees. A green process shape indicates
the step is completed in EmpowHR. A gray process shape occurs in USAccess.

[

Legend

occurs in USAccess

- occurs only in EmpowHR

\ 4

4. Enrollment » 5. Issuance » 6. Activation

» Step 1 may be completed by Data Entry
Personnel.

e Sponsorship (2) must be completed bya
designated Sponsor.

e Adjudication (3) should occur independently of
sponsorship by a designated Adjudicator.

* Sponsorship, Enrolliment, and Adjudication must
be completed to move to issuance/Activation.
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Module B: Introduction to EmpowHR - Five

EmpowHR: USDA’s authoritative database for Federal Employees

== Do NOT enter data directly into USAccess —

EmpowHR data sent to USAccess for credentialing; links to eAuth and
Active Directory

Entering data in USAccess prohibits EmpowHR data changes from updating
USAccess

Entering data directly into USAccess requires extra work for the Sponsor to
re-enter/ correct data in EmpowHR

USDA | 21
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Module C: Validating Employee Data in EmpowHR

The next few screens show you how to log into EmpowHR and validate
Employee Data.

You must follow USDA business policy and standards for creating or editing
records in EmpowHR. USDA business policy can be found in the USDA
Departmental Regulation (DR) and Departmental Manual (DM) at
http://lincpass.usda.gov/ref lincpass.html.
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http://lincpass.usda.gov/ref_lincpass.html

Module C:
Logging In

USDA.  unitad States Depastment of Agicutura
s MNational Finance Center

LUTIONE
M HIRE TO RETIRE

Userin ||

Password

LOgIn Using eAuthentication

Open a web browser to the following address: https://usda.empowhr.gov/

A warning screen will display. Review the message, then sign in to EmpowHR using eAuth and your
LincPass card.

USDA | 23
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https://usda.empowhr.gov/
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Once logged in you will be directed to the main page of EmpowHR. The left-side menu and icons in the center of
the page link you to the required processes.

The first step for Sponsors is to look up the Employee’s record in EmpowHR and verify that all the information is
correct. Sponsors should ensure that all required information is present and that it is correct for the Employee.
Click on PAR Processing in the Navigational Menu.
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Module C: Validating Employee Data in EmpowHR - Three

T (US Dept of Agriculture) on USDAUAT

iain Menu > PAR Processing

E" Hire Employee

Identifies details of the hire including employee name, address, job, payroll, and compensation details I Update Reports To

E" Update Reports To E Mass Reports to Update
Mass Reports to Update

ﬁ" Address Processing
Address Info

E—- Update Applied Action
Update Applied Recs

= Employee Password Reset
Employes Password Reset

Departmental Transfer

Home | Workiist | Addto Favorites | Signout

E" Adjudication Information HR Processing
Adjudication Information Identifies personnel action details o

f request ready for human resources fo process ]

E—- Correct Applied Action E Create New Oprid
Identifies details regarding correctiol on Create New Oprid

E—- Mass Actions E Person Attachments
Mass Act PAR: Documents Attachment

[E=| Emplovee Sccurity Clearance
Employes Security Clearance

In the PAR Processing screen:

 If Sponsoring a New Employee, click on Hire Emplovee.
 If Sponsoring an Existing Employee, click on HR Processing, then search for

the Employee to pull up the record.

USDA
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Module C: Validating Employee Data in EmpowHR - Four

HR Processing USF

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value

~* Search Criteria

(Empl ID: beains with v |
Empl Record: = r |
Name: hegins with ¥ ||
Last Name: begins with ¥ ||
Social Security Number: = |
Employee Status: = v

Sub-Agency: begins with v ||

Include History Correct History Case Sensitive

Search Clear | Basic Search Sawve Search Criteria

The HR Processing USF appears. Enter the Employee ID in the EmplID (required to Sponsor an Employee) field
and then click Search to retrieve the Employee’s record.
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Module C: Validating Employee Data in EmpowHR - Five

Data Control | Personal Data Compensation | Employment1 | Employment2 | Benefit Data

Empl ID: Empl Record: 0
Data Control Find | View All First 4] 10f1 )| Last

[ +
Effective  01/06/2019 | GoTo Roy =

Date: . ~ _
Effective Seq ! 1 Transaction Status AINFC Auto v

Auth Date  03/28/2019 Contact Emplid:
Action: NFC NFC Criginated PAR Status:  TRO Processed by Human Resources

Reason NFC From NFC Agency Type Federal v
Code:

NOA Code: 894 GEN ADJ
Authority (1); QWM REG 531.207
Authority (2): ZLM E O 13866

NTE Date: PAR Request #
Print SF-52 | PAR Remarks Award Data  Tracking Data Justification

Print SF-50 | GPPA Website

Add/View Attachment

B save | L\ Retumn to Search I (1 Previous tab | (=ilext tab Updale.’Display | 2 Inciude Histary | [E* Comact History

Data Control | Personal Data | Job | Position | Cempensation | Employment 1 | Employment 2 | Benefit Data

The Data Control screen will display for the selected Employee. Click on the Personal Data
tab to verify HSPD-12 required Data/Fields.

USDA
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: Validating Employee Data in EmpowHR - Six

Personal Data Compensation Employment 1 Employment 2 Benefit Data

Empl ID: Empl Record: 0
Personal Data Find | Viewal  First Bl 4 o1 B Last

Effective Date: 01/06/2019 Transaction# /Seq 1 PAR Status: Processed by Human Resources

NOACode: 894 ActionType: NFC Orignated

Name
Middle Name:

Last Name: Suffix:

Name:

Preferred First
Name

~ Citizenshiy
Gender: Male Female o -
Draft Status: v *Country: USA United States
pnchin. US Citizen/Naturalization

lDale of Birth: l

Disability Code: 05 No Disability/Serious Health

RNO Code: E White

Date of Death:

ERI Code
Hispanic or Latino American Indian or Alaska Native [Asian

[Black or African American |Native Hawaiian or Other Pacific Islander “ [White

Additional Birth Info Address Info Ehone Nbrs Velerans Info Marital Info Education Details

5 S N: |

Country: USA *Typel/Description: PR

updaleID\sp\ayl ] Include History | B Correct History

& save | A\ Retum o Search | (& Previous tab | (FiNext tab

Employment 1 | Employment 2 | Benefit Data

Data Control | Personal Data | Job | Position | Cor

Verify the following fields are correct and have data:

=  Employee Status =  Middle Name = Date of Birth
= SSN = Last Name = Citizenship Status*

= First Name = Suffix
Note: At this time, only US Citizens can be sponsored in USAccess. If the Applicant is not a US

Citizen, the record will not be sent to USAccess.

USDA
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Module C: Validating Employee Data in EmpowHR - Seven

Update the information where
necessary and then click the
Save button to save your
changes.

Personal Data Compensation | Employmenti | Employment2 | BenefitData

Empl ID: Empl Record: 0

Find | view sl First B 1 or1 B Lot

Effective Date: 01/06/2019 Transaction# /Seq 1 PAR Status: Processed by Human Resources

NOA Code: 894 Action Type:  NFC Originated Empl Status:  Active

First Name: Middle Name:

Last Name: Suffix:

Name:

Preferred First
Name

~ Citizenshij
Gender: Male Female <

Draft Status: v *Country: usa United States

Date of Birth: Citizenship: 1 US Citizen/Naturalization

Disability Code: 09 No Disability/Serious Health RN O Code: E White
Date of Death:

Hispanic or Latino ﬁmencan Indian or Alaska Native

|Black or African American |Native Hawaiian or Other Pacific Islander

ERI Code

Additional Birth Info Address Info Ehone Nbrs Velerans Info Marital Info Education Details

Country: USA *Type/Description: PR v S SN:

B save | ARetun o Search | EiPrevious tab | SlNext tab

UpdalelD\sp\ayl 2] Include History | [EF Correct History

Data Control | Personal Data | Job | Position | Compensation | Employment 1 | Employment 2 | Benefit Data

Note: If any of the Employee’s information is missing or incorrect, standard EmpowHR PAR action
procedures should be followed for making the necessary changes and saving the record. For example,
Name changes should be done according to the Name Chg from action and Date of Birth or
Citizenship Status changes should be done according to the Data Change action.

Note: If the Employee does not have a completed FBI background investigation or higher, the Birth
Info link will need to be clicked and the three birth location information fields will need to be populated.

USDA
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Module D: Sponsor an applicant in EmpowHR

USDA

The next few screens show you how to sponsor an Applicant in EmpowHR.
Only a Federal Employee may sponsor another Federal Employee.

You must follow USDA business policy and standards for creating or editing
records in EmpowHR. USDA business policy can be found in the USDA

Departmental Regulation (DR) and Departmental Manual (DM) at
http://lincpass.usda.gov/ref lincpass.html.

Zl United States Department of Agriculture
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Module D: Sponsor an applicant in EmpowHR - One

ﬁ PAR Processing

PAR Processing

E—- Hire Employee
Identifies details of the hire including employee name,
address, job, payroll, and compensation details

E—- Address Processing
Address Info

E" Update Applied Action
Update Applied Recs

E—- Employee Password Reset
Employee Password Reset

Departmental Transfer

Update Reports To
Update Reports To

Adjudication Information
Adjudication Infermation

Correct Applied Action

Identifies details regarding comrections to a personnel action

Mass Actions
Mass Actions

Employee Security Clearance
Employee Security Clearance

E—- Mass Reports to Update
Mass Reports to Update

E—- HR Processing

Identifies personnel acticn details of request ready for human
resources to process

E—- Create New Oprid
Create Mew Oprid

E—- Person Attachments
PAR Documents Attachment

Clearance icon.

Then use the search field to locate the Employee’s record.

From the Main Menu, select PAR Processing, then select the Employee Security

USDA |
Zl United States Department of Agriculture
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Module D: Sponsor an applicant in EmpowHR - Two

Empl ID: Empl Record: 0

Investigation

(Card Type | LincPass Notes [Favorably adiudicated on 10/2/12

Pass
Submitting AltLinc Card Activation Information
Mo LincPassfAltLinc
Security Office Idenﬁer |ALEY OPAC/ALC Number 12060000

SponsorID TD051025
Change Date 10/12/2012

Position information

Position Number 90947823  SECUR SPECLST

Emergency Response Official: ¥

Bsave | LRetumto Search | oty | Flupdate/isplay | 2 inciude History | £ correct History |

Use the USDA Credential Matrix to determine what kind of credential a person requires. The Credential
Matrix can be found in the USDA DM 4620-002 (USDA HSPD-12 Policy). Once a credential type is
identified, then you can sponsor the applicant.

In the Investigation block, select the Card Type you wish to sponsor (LincPass, AltLinc, No LincPass/
AltLinc).

USDA | 32
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Module D: Sponsor an applicant in EmpowHR - Three

Employee Security Clearance

Empl 1D: Empl Record: 0

Investigation

Card Type| LincPass v | | Notes Favorably adjudicated on 104712

Submitting Office Number 4821 | Card Activation Informatien

Security Office Identifier G99 OPAC/ALC Number 12060000

Sponsor ID TD051025
Change Date 10/12/2012

Position information

Position Number 90947323  SECUR SPECLST

Emergency Response Official:

Bl save | L\Retum to Search | [=] Notify | FZlUpdate/isplay | 4 Include History | [ Gorrect History |

'You may optionally enter data in the Notes field. Click on Emergency Response Official check
box if applicable. Other fields on this screen pertain to Adjudication, and may be completed per
your Agency process. (For example, if the Employee has not completed his/her background
investigation, the Employee’s Submitting Office Number (SON), Security Office Identifier (SOI)
and OPAC/ALC must also be entered).
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Module D: Sponsor an applicant in EmpowHR - Four

Employee Security Clearance

Empl 1D: Empl Record: 0

Investigation

Card Type| LincPass v |  Notes [Favorably adjudicated on 10/2/12

Submitting Office Number 4821 [ Card Activation Information ]

Security Office Identifier G99 OPAC/ALC Number 12060000

Sponsor ID TD051025
Change Date 10/12/2012

Position information

Position Number 90947323  SECUR SPECLST

Emergency Response Official: '«

Bl save | L\Retum to Search | [=] Notify | FZlUpdate/isplay | 4 Include History | [ Gorrect History |

Click the Card Activation Information link to enter the card shipping information.

USDA | 34
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Card Activation Mailing Information

Note: Only the first 300 results will be
displayed. If you do not see the shipping
. code you are looking for, key in the five-digit
Card Shipping Information Find |Viewan  First K 4 o1 B Last code directly in the search field. Once you
enter the code, the address information will
be populated.

Empl ID: Empl Record:Q

Card Shipping Information

Card Ship Addr Cd  |10558 2, USDA-DOVER

A spreadsheet containing all shipping codes
is_distributed to Agency Leads and Lead
Address Line 1 FSA LIGHT CREDENTIALING CENTER Sponsors every other week. Please refer to
Address Line 2 1221 COLLEGE PARK DRIVE, SUITE 201 this list to locate the appropriate Card
City DOVER Shipping Location.

Addr Header USDA

State DE Postal Code 19904 Country  USA

oK | cancel |

Use the Card Activation Information link to specify the Card Shipping Address Code. This will be the site that the HSPD-12
LincPass/ AltLinc will be delivered to for activation. For example, if an Employee is in Fort Collins, CO, you should specify
this location as the Card Shipping Address. Use the lookup feature to find the appropriate code.

Note: A Ship To address is required when doing central printing (Locally printed cards do not require a Ship To address).
Cards will present an issuance error in USAccess if the Ship To address is not provided for centrally printed cards.

Save the updates by clicking the Save button.
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Module D: Sponsor an applicant in EmpowHR - Six
Upon Completion of EmpowHR Sponsorship

* Now the record is ready for Adjudication Information to be entered by
the Agency Adjudicator.

» The applicant will receive an enrollment notification and instructions to
schedule their enrollment using the GSA Scheduling Tool:
https://timetrade.com/app/usaccess/workflows/usaccess001/schedule
[?appointmentTypeGroupld=hspd12. The applicant should follow
instructions in the email to schedule his/her appointment.

Note: The Sponsor should follow up to ensure receipt of the
enrollment email and resend in USAccess as needed.

» After enrollment and entry of a completed adjudication result in
EmpowHR, the LincPass/ AltLinc is printed and shipped.

» The applicant will receive notification via email that the LincPass/
AltLinc is ready to be picked up and activated. The applicant will
schedule his/her appointment using the GSA Scheduling Tool.

* The applicant must pick up and activate their own LincPass/ AltLinc.

USDA
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https://timetrade.com/app/usaccess/workflows/usaccess001/schedule/?appointmentTypeGroupId=hspd12
https://timetrade.com/app/usaccess/workflows/usaccess001/schedule/?appointmentTypeGroupId=hspd12

Module D: Sponsor an applicant in EmpowHR - Seven

Next Steps:

» Adjudicators will identify list of Federal Employees who are ready
for adjudication in EmpowHR.

» Sponsors should check the USAccess Applicant Status Report
(ASR) to determine LincPass/ AltLinc issuance status or
potential issues for all sponsored Federal Employees. Refer to
the ASR Guide via the following link on the USDA HSPD-12
website:
http://lincpass.usda.gov/docs/Applicant%20Status%20Report%?2
0G uide%20V4.4.pdf

Note: You must be a designated role holder in USAccess to access
the report. Please consult your agency Role Administrator if you
require access.
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http://lincpass.usda.gov/docs/Applicant%20Status%20Report%20Guide%20V4.4.pdf
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Module E: Additional Sponsor Resources

Congratulations! You have just learned about how to Sponsor Federal
Employees in EmpowHR.

The next few screens provide an overview of additional resources for
Sponsors outside of the authoritative HR system.

USDA | 38
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Module E: Additional Sponsor Resources - One

Post Sponsorship Activities:

In addition to the initial sponsorship of an Federal Employee Applicant, a Sponsor is responsible for
maintaining an Applicant’'s record and performing various credential actions throughout the
LincPass lifecycle. The Post-Sponsorship Sponsor Training covers the following post-sponsorship
activities:

USDA

Maintaining Applicant Sponsorship Information
Employment status changes

Requesting Reissues and Renewals
Requesting Reprints

Resending System Notifications

Marking the LincPass Destroyed

USAccess Reports Portal
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Module E: Additional Sponsor Resources - Two

There are sets of enrollment and activation workstations (Fixed credentialing centers, mobile credentialing centers and
light activation stations) leased from the GSA HSPD-12 Managed Services Office (MSO) that are located in agency-
provided space and managed by agency points of contact (POCs). Some of these Centers are agency-specific or
dedicated, while others operate as shared services centers. In addition, some of these Centers complete Enrollments
and/ or Activations.

Tolocate a credentialing centers, visit: hitps://www.fedidcard.gov/find-usaccess-centers.

Find USAccess Centers

Listed below are the USAccess Credentialing Centers available for enrollment, credential issuance and activation, and
credential maintenance activities. Use this search feature to find a center near you. Credentialing center hours of operation
vary and change frequently. The GSA Online Scheduling System you use to make your appointment will have the most up-
to-date hours of operation for the center.

NOTE: Most Light Activation (LA) and Light Credentialing Solution (LCS) locations and hours of operation are not posted on
this website. For LA and LCS locations and availability in your agency, please contact your agency's HSPD-12 point of
contact or program office responsible for issuing employee and contractor PIV credentials.

State Activity
oo v | EXEE- |
Agency

USDA 40
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Module E: Additional Sponsor Resources - Three

USDA has a number of different types of credentialing centers to support its large and geographically-dispersed population.
Another resource for determining credentialing locations is the Deployment Listing provided by the USDA HSPD-12 Help
Desk detailing all USDA HSPD-12 locations (Shared and Dedicated) and outside agency SHARED locations for LAS, MCU and
FIXED Operational Stations. This list is sent every other week to the Agency Leads and Lead Sponsors.

This list is in sync with available enrollment and activation stations that applicants can visit to complete HSPD-12
enrollments, activations, etc. Sponsors can use this list to determine the best SHIP TO location for applicants. If an updated
list is needed, Sponsors can ask for the latest list from the HSPD-12 Help Desk.

USDA HSPD-12 Master Deployment Credentialing Centers

Effective July 17, 2019

Ship Zip Code r
FoEn [t al Actration seamt 2 ¥ES usA g1 i ]
L = > [Cotimacd s = A T = B
ac [ oz = A v =y s
s = tiicd VES umA T 0 Fsa
| ] E ra o6 VER 1A s oo =
| Ed Diticusd o VES URA % = =
| = 3 P e =E) Ve = e — e e
e 2 [t eat Actation seae 0162 vES L A ooty usnia Fs
cu 1 e 00162 VES nna aE A i) = Fs
las 1 Dedicted 1 VES AR R S 155 ] [0 =
ac 1 - o = i - et i Offcr p—— sna, Fs
e T i tiied ea VES K A st 06 s snia sy
s — o = A usA Temgem ) usna Fs
L e o = A A et = B
s et sz e A% . oo BT Winegell 27 w = B
s et = Yo A umA 4210 LNEVERSITY DRIVE. sk e s
oEn ] e A usA saes e usna Fsa
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Module E: Additional Sponsor Resources - Four

Special Note on Card Shipping:

ROLE: SPONSOR - DEPARTMENT OF AGRICULTURE

Prior to completing a reprint or renewal in USAccess, o Aeeficant —
_TesTTRTFW™FRBRBTO " lssuance Criteria  Show Applicant Status @@ @ @  Show Previous Card Info @

Sponsors should check Card Shipping locations t0 Weremrmmm ... veiod

PStC UL LR LD Select Card Print Method | CENTRAL PRINTING v

make sure they are still current, and update in QgE%

card shipping Address

EmpowHR/Person Model as appropriate. Shipping Method | STANDARD! OVERNIGHT
State [ DELAWARE
Select Address Ste  |USDA- 1221 COLLEGE PARK DR + | Expires

Remember that the Work Location Of an app'icant Street Address 1 FSA LIGHT CREDENTIALING CENTER| Street Address 2 1221 COLLEGE PARK DR SUITE 201

T city DOVER State DE
may not always be the same as the Card Shipping 2ip Code 19904 Counay Ush
location. These are two separate sets of fields in [ Previous [l Next
EmpowHR.

If an applicant has moved since the Card Shipping Information was originally entered, Sponsors should change the Card
Shipping Address in EmpowHR to make sure the cards are shipped to the correct location.

If you need to expedite shipping of the card, you can select the new Card Shipping Address directly in USAccess, but be
sure to update EmpowHR as well. Any changes made in USAccess will be overwritten with data from EmpowHR the next
day.

Remember that Credentialing Centers and locations where cards can be shipped often change. They may move to a new
location or be decommissioned and permanently closed. Make sure to check the USDA HSPD-12 listing of locations for
LAS, MCU and FIXED Operational Shared Stations that is sent every other week for updated locations.
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Module E: Additional Sponsor Resources - Five

An applicant record must meet a total of 36 criteria for USAccess to print the credential. There are two ways to

check on any failed issuance criteria:

1. Sponsorship Record > View Applicant screen > Issuance Criteria field.

If an Applicant record fails to comply with any of the issuance rules, the system puts a red X next to the
Issuance Criteria field. If you mouse over the Issuance Criteria field, the system displays a drop-down list of all
36 issuance rules with a red X next to every rule with which the record does not comply.

SUTEd i dentity

2 _a
ROLE: SPONSOR - DEPARTMENT OF AGRICULTURE
Sponsor Applicant

Sponsor Info Sponsorship Information

E’T_’_ Address Info [ DEPARTMENT OF AGRICULTURE
Employee Type ~ EMPLOYEE
Agency Rank

Contract Number

User Principal Name
12001 003805834 i edideand gov
Sub-Agency Abbreviation
Card Information
Gredential Option © NONE
Smart Card Typs STANDARD DUAL INTERFACE
Agency Role
Card Header UNITED STATES GOVERNMENT

Last Enroliment Date

Agency Special Use

USDA |
Zl United States Department of Agriculture

ssuance
Has Valid Credential Option
Is Adjudicated
Is Registered
I8 Sporsared
PIV-1 Agency Specific Criteria
Sponsor Has EID
Valid Ship To Address
4 Cert With Unigue Email
4 Cert With Valid Email
Citizenship Matches 1D Type
Employee ID Format Correct
Has Active Employment Status
Has Sponsored Enrollment
Has UPN
Has Unigue LUFN
Has Valid Employee Type Code
Has Valid First Name
Has Valid Last Name
Has Valid Middle Name
Print Mode/ Card Type Is Valid
Print Mode I3 Valid For Agency
SeclD |5 Unigque
Ship To Address 15 Active
Valid Return To Address

120010000002 25@fedidcard. gov Logout

teria: 7 X Show Applicant Stats @@ @@

X
X PARTMENT OF AGRICULTURE

X Tive
-

X
X

 'DIEGE-EF 77-41A4-9527-2B02C0EDOE

.
-
' PIV AUTHENTICATION, CARD AUTE »

¥ JERAL EMPLOYEE
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Module E: Additional Sponsor Resources - Six

2. Failed Issuance Rules Report (FIRR)

If an Applicant record fails to comply with any of the issuance rules, the system lists the record on
the Failed Issuance Rules Report (FIRR). All designated role holders can view and download the
FIRR using the Reports Portal.

Last hlzme First Mame Piddle Mlame  Name Sulfs  lssuance Pending0 s Fiegistered 15 Spansored I Adudicated  Has Valid First Mame  Has YalidMiddie Name Has YaidLasi Name  HasABISRecord  Fassed AR Cheo
FEGISTRAR SUPER TEST 1134 FAL FAL FaL

LAMEERTONE ALK ) 141525 FAL FAL

CATABASE TEST T X FAL Fal.

Figure 2: Sample FIRR

The FIRR contains Applicant Name, DOB, Agency/Sub-Agency, an Issuance Pending ID, and all 41
Issuance Rules. If an Applicant has failed one or more rules, the report viewer will see a “FAIL”
noted in the column associated with the issuance rule(s) that requires resolution.

For a complete list of all 41 Issuance rules, please refer to the Failed Issuance Rules Report Job
Aid.
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Module E: Additional Sponsor Resources - Seven

Resources: For more information on LincPass/ AltLinc applicability, please see the USDA Departmental Manual
(DM) 4620-002 via the following link: hitp://lincpass.usda.gov/ref _lincpass.html. Additional information and training
materials on HSPD-12 at USDA can be located at: http://lincpass.usda.gov/.

If you need help or additional information, please see the contact list below:

USDA HSPD-12 LincPass Website Sponsor page: http://hspd12.usda.gov/Sponsor.html

USDA HSPD-12 Help Desk (all role holder/applicant questions; ePACs relatedissues)
Toll Free: 833-682-4675
Email: usdahspdl12help@dm.usda.gov

USAccess Help Desk (for USAccess system questions/issues)
Toll Free: 866-493-8391
Email: usaccess.helpdesk@perspecta.com

GSA MSO Help Desk (general policy questions)
Phone: 202-501-4740
Email: hspd12@gsa.gov

eAuthentication Help:
Phone: 800-457-3642, Option 1
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