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ePACS Overview  

ePACS is Enterprise Physical Access Control System, an 

enterprise system houses the head end components of 

the PACS (Physical Access Control System) at a single 

centralized location. In the case of ePACS all of the 

servers and the database are housed at single Class A 

data center. 

One of advantages of the an enterprise system is the 

ability to have multiple locations without the expense of 

standing up servers at every location thus reducing costs, 

maintenance and support. 
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ePACS Overview  

HSPD-12 requires that all departments and agencies shall 

require the use of the HSPD-12 credential to gain access 

to federally controlled facilities 

The overall intent of ePACS is to provide the functionality 

to coordinate USDA PACS nationwide which includes 

providing: 

■Global Real Time Revocation 

■Electronic Authentication 

■An authoritative PACS Database 

■Auditable Transactions 

■Future Scalability and Cost Savings 

 



Page 4 

Infrastructure Review 
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ePACS Policy Overview 

■  The Departmental Manual (DM) 4620-002 requires that all USDA agencies 

comply with HSPD-12 PACS requirements 
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Cost Benefit Analysis 

 The following cost savings and avoidance factors are realized for USDA 

facilities that migrate into ePACS: 

 No server hardware costs 

 No annual software licensing costs 

 No Disaster Recovery infrastructure costs 

 No cost for Security Assessment and Accreditation (SA&A) 

 Limited cost for system management (FISMA Reporting, Patching, Server 

System Administration, Updating Software, etc.) 
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Cost Benefit Analysis 
 A Cost Benefit Analysis (CBA) must be conducted before the purchase or 

migration of a facility/agency PACS per USDA policy 

Please note: The Ongoing Software Licensing is Site Dependent (how large a system is) 
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Facilities/End Users Responsibilities 

Fund necessary upgrades to legacy PACS system software &  
hardware and Lenel PES migration costs (if applicable) to 
enable migration to ePACS 

Contract with Lenel VAR for Migration Support 

• Create site specific programming elements in new ePACS site 
segment 

• Training for local SA’s 

• Perform System Upgrades 

Maintain a Maintenance Agreement for local Lenel service 
support 

• Local PACS Hardware Only 

 

Manage local access rights to facilities 
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New Installation Process – New Agency ePACS 
Segment 

 All new PACS installations will be integrated directly into ePACS 

Agency identifies new PACS 
installation requirements 

Agency identifies an Agency 
Segment Administrator and 
IT/Network Team 

• PMO conducts pre-installation 
overview call with Team 

Agency completes pre-
installation packet 

• ISA/SLA 

• ePACS Workstation Checklist 

• ePACS Rules of Behavior 

• Connectivity Requirements Checklist  

• Installation Project Plan Checklist 

Agency completes a Hardware 
Change Request and submits 
to PMO 

• Regional server determination is 
made 

Agency IT/Network Team 
provides Public IP address for 
new equipment/peripherals 
and images client workstations 

• Agency IT Network Team validates 
connectivity availability to NITC 

Agency VAR coordinates 
installation with ePACS PMO 

ePACS PMO creates agency 
segment 

Agency VAR programs 
hardware, schedules, and 
populates card holder data 

within ePACS segment 

Agency Segment 
Administrator facilitates 

completion of all User Account 
Requests 
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LincPass Utilization 

 Utilizing your LincPass will also benefit the USDA as a whole 

 All Federal employees and Affiliates must obtain a LincPass 

 Employee LincPass’ must be displayed at all times in USDA controlled 
facilities  

 A LincPass should be utilized at all times as opposed to legacy badges 

 Increased physical (facility) access security 

• Allows for authorized access to facilities at any time, within USDA 

and across the Federal Government workspace 

• For facilities equipped with Electronic Physical Access Control 

System (ePACS), it allows for automatic facility lock-down and 

automatic deprovisioning of access for terminated employees 
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ePACS SharePoint Site 

 ePACS SharePoint Change Request (CR) Workflow 

 Automated mechanism for submitting CR forms 

 Form fillable PDF CR forms 

 ASA receives automatic email notifications for CR approval and 
completion 

 Allows the ASA to track the status of a CR within the workflow 

 Agency based access for the ASA 

 Example: APHIS ASA will only see APHIS CRs 

 To access use the following URL: https://portal.epacs.usda.gov/epacs 

 Login using your eAUTH Level 2 User ID and Password or Login 
with your USDA LincPass 

 First time login will require activation by ePACS PMO 

 
 
 

https://portal.epacs.usda.gov/epacs
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ePACS C&A Compliance Overview 
 ePACS User Account Request (eUAR) 

Change Request to grant or revoke 
access to the Lenel OnGuard system 

Rules of Behavior will need to be signed 
by all users accepting responsibility for 
access into the system 

Will need to be completed for all end 
users (i.e., guards, badge operators, 
etc.) 
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ePACS C&A Compliance Overview 

 ePACS Change Request (eCR) 

Change Request to create a new 
segment into the system 

Needs to be completed prior to 
migration of facilities 
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ePACS C&A Compliance Overview 
 ePACS Hardware Change Request (eHCR) 

Change Request required for 
adding/modifying hardware (card 

readers, panels) 
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Local Vendor Migration Responsibilities 

Local Vendor 
Migration 

Responsibilities 

ePACS PMO 
Migration 

Responsibilities 

•Provide overall SA support to site SA 

•Coordinate migration planning sessions and 

provide requirements to local PACS integrator 

•Create new local segment in ePACS system 

•Provide Service Level support to local PACS 

integrator and Site SA 

•Provide Help Desk functions 

•Coordinate migration tasks and timelines  

•Facilitate network communications testing 

 

 

 

 

 

•Must be a certified technician of the migrating PACS 

system and under USDA ePACS non-disclosure 

•Provide site coordination and local PM function 

•Perform all necessary system hardware and software 

upgrades to meet ePACS requirements 

•Participate in all ePACS migration planning meetings 

as needed 

•Create local site programming in new ePACS segment.   

•Facilitate all local testing and validation during 

migration 

•Provide follow-on local support to site (Maintenance 

Contract) 

•Provide local SA training support (factory or on-site) 

•Coordinate local network communications testing 
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Connectivity Agreements 

Interconnectivity 
Security 

Agreement (ISA) 

Service Level 
Agreement (SLA) 

•Addresses the need and 

methodology for the 

interconnection 

  

•Requires authorization 

from the two Designated 

Approval Authorities  

 

•Outlines the operational 

responsibilities for the two 

Designated Approval 

Authorities 

 

•Requires an agreement 

between the two Designated 

Approval Authorities 
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Questions 


